3apeructpupoBaHo B MuHtocte P® 19 cbepansa 2010 r. N 16456

SENEPANBHAA CINTYXBA NO TEXHUYECKOMY N SKCTTOPTHOMY KOHTPOIJTO

MPNKA3
oT 5 deBpans 2010 r. N 58

OB YTBEPXOEHWN NONOXXEHUA
O METOOAX N CMOCOBAX 3AWNTbI NHOOPMALIN B MHOOPMALIMOHHbBIX
CUCTEMAX NMEPCOHAJbHbIX OAHHbIX

B cooTtBeTcTBMM C nyHKTOM 3 lMonoxeHnst o6 obecneyeHmn 6€30MacHOCTU NEPCOHANbHbIX AaHHbIX
npu ux obpaboTke B WHHOPMAULMOHHBIX CUCTEMAxX MepCcoHanbHbIX OaHHbIX, YTBEPKOEHHOro
MoctaHoBneHnem [llpaBuTtenbctBa Poccuiickon degepaumm ot 17 Hosidps 2007 r. N 781 (CobpaHue
3akoHogartenbcTBa Poccuiickon ®epepauun, 2007, N 48, cT. 6001), npunkasbiBato:

YTBepante npunaraemoe [lonoxeHne o wMeTogax M cnocobax 3awuTel MHPOpMaLMM B
WH(POPMALIMOHHBIX CUCTEMAX NEPCOHANbHbIX AaHHbIX.

Oupextop ®egepansHON Cryxobl
Nno TeXHN4YEeCKoOMY

M 3KCMOPTHOMY KOHTPOIO
C.rP1ropoB

Mpunoxexue
k Mpukaszy PCTIK Poccun
oT 5 cpeBpansa 2010 r. N 58

MONOXXEHWE
O METOJAX 1 CMNOCOBAX 3AWNTbI MHPOPMALMN B NHOOPMALIMOHHbIX
CUCTEMAX NMEPCOHANBbHbIX AAHHbLIX

|. ObLwue nonoxeHus

1.1. Hactosiwee [llonoxeHne paspaboTtaHo B cOOTBETCTBUM C [lonoxeHnem o6 obecneveHuu
Be3onacHoOCTV NepcoHarnbHbIX AaHHbIX NpY NX 06paboTke B MHPOPMAaLMOHHBIX CUCTEMAX NEePCOHanbHbIX
AaHHbIX, yTBEepXaeHHbIM NMocTtaHoBneHnem MNpasuTtensctBa Poccunckon degepaumm ot 17 Hoabps 2007
r. N 781 (CobpaHue 3akoHomaTtenbctBa Poccuiickon ®epepauumn, 2007, N 48, ct. 6001), un
yCcTaHaBnvMBaeT MeTodbl M cnocobbl 3awmTbl MHAOPMaLuK, MpuMeHseMble Ans obecneyeHus
BesonacHoOCTV NepcoHarnbHbIX AaHHbIX NPy NX 06paboTke B MHAPOPMAaLMOHHbBIX CUCTEMAXxX NepPCOoHanbHbIX
OaHHbIX (Janee - WHMOPMAUMOHHbIE CUCTEMbI) FOCYAApCTBEHHbIMW OpraHamu, MyHUUMNansHLIMU
opraHamu, puaANYECKUMU NN PUSNYECKUMWN NMLAMU, OPraHU3YIWMMKU U (ANK) OCYLLECTBIIAIOWMMN
06paboTKy nepcoHanbHbIX AaHHbIX, @ Tawkke onpedensalWMMKM UenM W cogepXaHue o6paboTku
nepcoHanbHbIX AaHHbIX (darnee - onepartop), UK NULOM, KOTOPOMY Ha OCHOBaHWW JOrosopa orepatop
nopy4yaeTt 06paboTKy NepcoHanbHbIX AaHHbIX (4anee - ynofiHOMOYEHHOe NNLIO).

B Hactosdwem [lonoxeHnn He paccmaTtpuBalTcA BOMpockl obecnedeHnss ©e3onacHoCTU
nepcoHanbHbIX AaHHbIX, OTHECEHHbIX B YCTAHOBNEHHOM MOPSAKe K CBeOeHWsM, COCTaBMAoLWUM
rocygapCTBEHHYI0 TalHy, a Takke BOMpOChbl NPUMEHEHUS KpunTorpadmyeckMx mMetogoB M cnocobos
3aWmTbl MHOpMaLun.

1.2. K meTtogam u cnocobam 3awwmTel MHpopmaumy B MHAOPMaLMOHHbLIX CUCTEMAX OTHOCATCS:

MeTodbl M crnocobbl 3awuTbl MHGOpMauun, obpabaTbiBAEMON TEXHUYECKMMW CpeacTBamu
VMHOPMALNOHHOW CUCTEMbI, OT HECAHKUMOHUPOBAHHOIO, B TOM 4MCNe Cry4anHoro, JocTtyna K
nepcoHanbHbIM  AaHHbIM,  pe3ynbTaToM  KOTOPOro  MOXET CTaTb  YHUYTOXEHWE, W3MEHEHNe,
6rokMpoBaHue, KONWpPOBaHWEe, pPacnpoCTpaHeHWe MNepCcoHanbHbIX AaHHbIX, a TakKe WHbIX
HeCaHKUMOHUPOBaHHbLIX OEeWCTBMA (Janee - MeTodbl WM cnocobbl  3awuTbl  MHQOpMauun OT
HeCaHKLUMOHUPOBAHHOIO AOCTYMa);

mMeTodbl U cnocobbl 3awunTbl peveBon MHopmauun, a Takke MHopmauun, npeacTaBneHHoON B
BUAE WH(OPMATUBHBIX 3NEKTPUYECKUX CUrHaNoB, (U3MYECKMX NoONen, OT HeCaHKLUMOHUPOBAHHOIO
JoCcTyna K MepcoHanbHbIM  [aHHbIM, pe3ynbTaToOM KOTOPOro MOXEeT CTaTb KOMMpOBaHwue,



pacnpocTpaHeHne MepcoHanbHbIX AaHHbIX, @ TakKe WHbIX HECaHKLMOHWPOBAaHHbIX AEWCTBUW (ganee -
MeTOoAbl U CNOCcoObI 3aLMTbl MHADOPMAaLMKU OT YTEYKU MO TEXHUYECKMM KaHanam).

1.3. [Ina BeiboOpa u peanunsaumMm METOLOB M CNOCOOOB 3almThl MHpOpMaUnM B MHpOPMaLIMOHHOM
cucTemMe onepaTopoM UMM YMOHOMOYEHHBIM FIMLOM MOXET Ha3HayaTbCA CTPYKTYpPHOe nogpasgeneHve
UNN AOOIMKHOCTHOE Nuuo (paboTHWK), OTBETCTBEHHble 3a obecrneveHne 6e30MacHOCTU NEpPCOHAaNbHbIX
AaHHbIX.

[ns BbibOpa M peanusaumm MeToooB M cnocoboB 3awmTbl MHGOPMaUMM B MHAOPMALMOHHOM
cuctemMe MOXET NPUBMEKaTbCA OpraHusaunsi, umerowas OgOPMIIEHHYIO B YCTaHOBIEHHOM Mopsiake
NULEH3NIO Ha OCYLUeCTBNEHWe [eATenbHOCTM MO  TeXHUMYECKOW 3aliuTe  KoHdmaeHumanbHon
WHopmauuu.

1.4. Boibop u peanusauma mMeTodoB M CnocoboB 3alimTbl MHOPMaUUU B WMHEGOOPMALMOHHON
CUCTEME OCYLLECTBMSIOTCS Ha OCHOBE ornpeaensieMbiXx onepatopomM (YNOMHOMOYEHHbIM MULOM) yrpos3
©esonacHOCTN NepcoHarnbHbIX AaHHbLIX (MOgENU yrpos) U B 3aBUCMMOCTM OT Kracca MHOPMaLMOHHON
CUCTEMBbI, OrpedeneHHoro B CooTBeTCTBUM ¢ lNopsagkom npoBeaeHust krnaccudmkauum nHPOPMaLMOHHbIX
CUCTEM MNEepCoHanbHbIX AaHHbIX, YyTBepXaeHHbiM [Mpukazom PCTIK Poccun, ®CB Poccum u
MuHuHgopmesan Poccumn oT 13 deBpansa 2008 r. N 55/86/20 (3apernctpmpoanH MuHioctom Poccum 3
anpens 2008 r., peructpaumoHHbin N 11462).

Mogenb yrpo3 paspabaTbiBaeTcd Ha OCHOBE METOAMYECKUX [OKYMEHTOB, YTBEPXKAEHHbIX B
cooTBeTCTBMY C NyHKTOM 2 [NocTtaHoBneHus MNpasuTtenbctea Poccuinckon ®eanepaumm ot 17 Hosi6ps 2007
r.N 781.

1.5. BblbpaHHble © peanu3oBaHHble MeTodbl W cnocobbl  3awmTbl  uHGOPMauMM B
WH(OPMALIMOHHOM  cUCTEME [JOIDkHbl  obecrneumBaTb HenTpanusaumioo npegrnonaraembix  yrpo3
BesonacHOCTN nepcoHanbHbIX AaHHbIX NpyU ux obpaboTke B MHPOPMAaLMOHHBLIX CUCTEMax B COCTaBe
co3gaBaemMoi onepaTtopom (YNoSITHOMOYEHHBIM fINLIOM) CUCTEMBI 3aLLMTbl NEPCOHANBbHBIX AaHHbIX.

[I. MeToap! 1 cnocobbl 3aWuUThl MHGOPMaL UK
OT HECaHKLMOHMPOBAHHOIO JOCTYyNa

2.1. Metogamm u cnocobamn 3awuTbl MHOPMaUuM OT HeCaHKUMOHWPOBAHHOIO AOCTyna
ABMNAOTCH:

peanu3auns paspeLuMTenbHON cucTembl Aonycka nonb3oBaTtenen (obcnyxmsatoLwero nepcoHana)
K WMH(OPMALMOHHLIM pecypcam, WH(OPMALMOHHOW CUCTEME M CBSA3aHHbIM C €€ WCMONb30BaHMEM
paboTtam, JOKyMeHTaMm;

orpaHMyeHne OOoCcTyna Morb3oBaTternen B MOMELLEeHUs, rae pa3MelleHbl TeXHUYecKne CpeacTBa,
Nno3BoMsWNE OCYLEeCTBNATL 06paboTKy nepcoHanbHbIX AaHHbIX, a TakkKe XPaHATCS HOCUTEnu
MHdopMaLnK;

pasrpaHvnyeHne gocTyna nornb3oBaTtenen n obcnyxvBalolwero nepcoHana K MHAPOPMaLMOHHBIM
pecypcam, nporpaMMHbIM cpedcTBam 06paboTku (nepegaydu) u 3awmTbl MHOPMaUnK;

peructpaums  OeWcTBMM  nonb3oBatenev M obcnyxkuBawlwero nepcoHana,  KOHTPOSb
HeCaHKLUMOHMPOBaAHHOIO AO0CTyna M OeWCTBUIA nonb3oBaTenen, obcnyxuBalolwero nepcoHana u
NMOCTOPOHHMX FNL;

yyYeT N XpaHeHne CbeMHbIX HocuTenen nHgopmMaumm n nx obpalleHve, ucknyawLwee XuweHmne,
NOAMEHY U YHUYTOXEHME;

pesepBMpoOBaHNE TEXHNYECKNX CPEACTB, AybnupoBaHMe MacCMBOB U HOCMTENen nHpopmauuu;

ucrnonb3oBaHWe CcpeacTB  3awuTbl MHGOpMauun, npoweawunx B YCTaHOBMEHHOM Mopsake
npouenypy OLEeHKU COOTBETCTBUS;

ncnornb3oBaHWe 3alULLEHHbIX KaHarnoB CBA3W;

pa3smelleHne TeXHWYEeCKUX CPeacTB, MNO3BOMSAIOLWMX OCYLEeCTBNATL 06paboTKy nepcoHanbHbIX
AaHHbIX, B pefenax oxpaHaemon Tepputopuu;

opraHusaums  (U3MYecKoW 3aluTbl MNOMELleHUA U COOCTBEHHO TEXHUYeCKUX CpeacTs,
MO3BONSALLMX OCYLLECTBNATL 06paboTKy NepcoHanbHbIX AaHHbIX;

npefoTBpalleHne BHeApeHus B MHAOPMAaLMOHHbIE  CUCTEMbl  BPEOOHOCHLIX  Mporpamm
(MporpamMM-BMpPYCOB) U MPOrPaMMHbIX 3aKragok.

2.2. B cucteme 3awmTbl NepcoHanbHbIX AaHHbIX MH(POPMAaLMOHHON CUCTEMbI B 3aBUCUMOCTU OT
Knacca WH(OPMALMOHHOMW CUCTEMbI W WCXOAA W3 yrpo3 06e30MacHOCTU MEePCOHANbHbIX OaHHbIX,
CTPYKTYpPbl MH(POPMALMOHHON CUCTEMBI, HANMYNS MEXCETEBOIro B3aMMOAENCTBUSA U PEXUMOB 06paboTku
nepcoHanbHbIX OaHHbIX C  MCMONb30BaHMEM COOTBETCTBYIOLUMX METOAOB U  CnocoboB  3awuThbl
MHOPMaUMM OT HEeCaHKLUUOHMPOBAHHOIO [AOCTyna peanu3yrTcd (YHKUMW yrnpaBrieHus LOCTYMNOM,
peructpaumm n yyeta, obecneyeHnsi LenocTHOCTM, aHanusa 3awuieHHoCTH, obecneveHns 6esonacHoro
MeXCeTeBOro B3anMoaencTBMsA 1 0OHapyXeHNs1 BTOPXKEHWN.

MeToabl 1 cnocobbl 3aLWnTbl MHpOPpMaLUM OT HECaHKLMOHNPOBaAHHOIO A0CTyna, obecneunsaroLie
dyHKUMM ynpaBneHus [[OCTynoM, perucrpaumm u ydyeta, obecrneveHus LEenocTHOCTM, aHanusa
3awmileHHocTH, obecneveHns 6e30nMacHOro MexXceTeBoro B3auMOAEeNCTBUS B 3aBMCUMMOCTM OT Knacca



VMHOPMALIMOHHOW CUCTEMbI ONMPEAENnAoTCA OnepaTtopoM (YMOSTHOMOYEHHbIM fMLOM) B COOTBETCTBUU C
NpUNoXeHneMm K HactosLemy [onoxeHuo.

2.3. B MHOPMAaLIMOHHBIX cucTemax, MMELLMX noaxknoyeHne K
VMHOPMALMOHHO-TENEKOMMYHUKALMOHHBIM CETSM MEXOYyHapOAHOro MHpopMauuoHHOro obmeHa (cetam
CBSA3M O6LLEro nonb3oBaHWs), UM Npyv PYHKLUMOHMPOBAHMU KOTOPbIX NPEeAyCMOTPEHO WUCMONb30BaHWe
CbeMHbIX HOcUTEenen MHpopmaunn, NCNOoMNb3yTCA CPeAcTBa aHTUBUPYCHOW 3aLLMThI.

2.4, Mpn B3aMMOJENCTBUMU WHOPMALIMOHHbIX cuctem c
WHOPMALMOHHO-TENEKOMMYHUKALMOHHBIMX  CETAMU  MEXAYHapoOHOro MHMOPMaLUMOHHOro obmeHa
(ceTamu cBs3n obLiero nonb3oBaHWs) Hapsdy ¢ MeTogamu u cnocobamu, ykasaHHbIMWU B MNyHKTe 2.1
HacToswero [lonoXeHus, OCHOBHbIMW MeTodamMm U  cnocobamu  3aWmTbl  MHOpPMauum  OT
HEeCaHKLMOHMPOBAHHOIO A0CTYNa ABMASIOTCS:

MeXCeTeBOoe dKpaHMpOBaHWE C Lenblo ynpaBneHus AOoCTynom, ounbTpaunm ceTeBbiX NaKeToB U
TpaHCcNsaUMM CeTEBbIX agpecoB AN CKPbITUA CTPYKTYPbl UHPOPMALIMOHHOW CUCTEMBI;

obHapyXeHne BTOPXEHWN B WH(MOPMALMOHHYID CUCTEMY, HapyllalWwmx Wnu Cco3garwmnx
NPeanocbiikN K  HapyLeHWI0 YCTaHOBMEHHbIX TpeboBaHui no obecneyeHutio 6He3onacHoOCTy
nepcoHarnbHbIX AaHHbIX;

aHanu3  3alMLWEHHOCTM  WH(MOPMAaUMOHHBLIX  cucTeM,  npegnonarawwun  npuMeHeHue
crneunanmanpoBaHHbIX MPOrpaMMHbIX cpeacTB (ckaHepoB 6e30nacHoCTL);

3awmTa nHdopmaummn nNpu ee nepegade no kaHanam ceasw;

NCNONb30BaHNE CMapT-KapT, 3MEKTPOHHbIX 3aMKOB M APYrnxX HocuTenem uHdopmauuu Aans
HadexXHoWn naeHTndmnkaummn n aytTeHTudukauumn nonb3osarenen;

NCrnonb3oBaHWe cpeacTB aHTUBUPYCHOW 3aLLMUTHI;

LEeHTpann3oBaHHOE YynpaBreHue CUCTEMON 3almTbl MEPCOHAaNbHbIX AAaHHbIX WMH(OPMALMOHHOM
CUCTEMBI.

2.5. TlogkniovyeHne  UHOPMAUMOHHBIX  cucTeMm, obpabaTbiBalOWMX  FOCyAapCTBEHHbIE
WH(OPMaLMOHHbIE pecypcCbl, K WH(POPMaLNOHHO-TENEKOMMYHUKALMOHHBIM CeTAM  MeXAyHapoOHOro
MHpopMaUnoOHHOro OOMeHa OCyLecTBsSieTcs B COOTBETCTBMM C Ykasom [lpeangeHta Poccuiickon
depepaumm ot 17 mapta 2008 r. N 351 "O mepax no obecneyeHnto MHOpMaLNOHHON Be3onacHOCTH
Poccuinckon ®depepaumm  npuv UCNOMb3OBaHUM  MH(OPMALMOHHO-TENEKOMMYHUKALMOHHBIX — CeTen
MeXayHapoaHoro nHdopmauunoHHoro oomeHa" (CobpaHue 3akoHogaTenbcTBa Poccuickon denepaumm,
2008, N 12, cT. 1110; N 43, cT. 4919).

2.6. [Ona obecneyeHnss 6e30MacHOCTM  MEpPCOHamnbHbIX  AaHHbIX  MpU  NOOKMIOYEHUN
WH(POPMALIMOHHBIX CUCTEM K WH(OPMALMOHHO-TENEKOMMYHUKALMOHHBIM  CETAM  MeXAyHapOoOHOro
WHOPMALMOHHOIO 06MeHa (CeTsm CBA3M 0BLero nonb3oBaHWs) C Lenbio nonydeHms obLieaocTynHOM
WHpopMaLmm NOMUMO METOAOB M CnocoboB, ykaszaHHbIX B MyHKTax 2.1 n 2.4 HacToswero MonoxeHwus,
NPUMEHSAIOTCA  Cnegylolme  OCHOBHble  MeTodbl WM crnocobbl  3awutbl  MHOpMauuMn  OT
HeCcaHKLMOHMPOBAHHOro JocTyna:

dunbTpauma BXoadwmMx (UCXOAALWMUX) CeTeBbIX MakeToB NO MpaBunam, 3agaHHbIM onepaTtopoM
(YNONHOMOYEHHbBIM NULOM);

nepuognyeckuii aHanm3 06e30MacHOCTU  YCTAHOBIEHHBIX MEXCETEBbIX 93KPAHOB Ha OCHOBE
UMUTaUUKN BHELLHNX aTak Ha MHPOPMaLIMOHHbIE CUCTEMBI;

aKTMBHbIN ayauT 6e30MacHOCTU MHPOPMAaLMOHHON CUCTEMbI HA NMpegMeT OBHapyXeHUs B pexume
peanbHOro BpeMeHW HeCaHKLMOHMPOBaHHOW CETEBON akTUBHOCTY;

aHanu3 npuHMMaemMon no MHAPOPMALNOHHO-TENEKOMMYHUKALNOHHBIM CETAM  MEeXOYHapOo4HOro
NHOPMaLUMOHHOro obmeHa (ceTsiM CBA3M 0bLLEero Nonb3oBaHWs) MHpopMaLuun, B TOM YUCTe Ha Hanuyne
KOMMbIOTEPHBIX BUPYCOB.

Ons peanusauum ykasaHHbIX METOOOB U CMOCOGOB 3aliMTbl MHOpMaLUM MOTYT MPUMEHSITLCS
MEeXCeTeBble 3KpaHbl, CUCTEMbl OOHapyXeHWsi BTOPXEHWW, CpeacTBa aHanuMsa 3alULLIEHHOCTMW,
cneumanuM3mpoBaHHble KOMMMEKCh! 3allnTbl U aHanns3a 3aluLLeHHOCTU MHopMaLuun.

2.7. Ona obecneyeHuss Ge3onacHOCTM MEepCcOHamnbHbIX AaHHbIX MpU  yAaneHHOM [OocTyne K
WH(OPMaLIMOHHON cucTeMe 4vepe3 MHEMOOPMAaLMOHHO-TENEKOMMYHUKALMOHHYIO CEeTb MeXOyHapoOHoro
MHOpMaUNOHHOrO obmeHa (ceTb CBA3W 0OLIEero nonb3oBaHUs) MOMUMO METOOOB WM cnocobos,
yKasaHHbIX B NyHkTax 2.1 1 2.4 HacTosawero MNonoxeHus, NPUMEHSIOTCA CrieayroLme OCHOBHbIE METOAb!
1 cnocoBbl 3aWwnTbl HPOPMALIMN OT HECAHKLMOHMPOBAHHOIO JOCTyNa:

npoBepKa MNOANMHHOCTM OTNpaBuTens (yaaneHHoro nonb3oBaTens) U LenoCcTHOCTU nepegaBaembiX
no MHOPMaLMOHHO-TENEKOMMYHUKALMOHHOW CeTU MEeXOyHapOAHOro MHAOPMaLMoHHOro obmeHa (ceTtu
CBsA3M 06LLEero NonbL30BaHWs) AaHHbIX;

ynpasneHne 4OCTYNOM K 3alumLaeMbliM NepcoHanbHbIM AaHHBIM MHOPMAaLMOHHON CeTw;

ncnonb3oBaHue aTpubyToB B6e3onacHoOCTW.

2.8. Ins obecneyeHns 6e30NacHOCTM NePCOHarnbHbIX AaHHbIX NPU MEXCETEBOM B3aMMOLENCTBUM
OTAEenNbHbIX  MHOPMAUUOHHBIX  CUCTEM  4Yepe3  UH(MPOPMaLMOHHO-TENEKOMMYHUKALMOHHYIO  CEeTb
MeXOYyHapO4HOro MH(OpMauNOHHOTO obmeHa (ceTb CBsI3u OOLLEro nosib3oBaHus) NOMUMO METOOOB U



cnocoboB, ykasaHHbIX B nyHkTax 2.1 u 2.4 Hactosiwero [lonoxeHusi, NPUMEHSIOTCS creayoLlme
OCHOBHblE MeTOoAbl U Ccnocobbl 3aWwnTbl HGHOPMALIMM OT HECAHKLMOHMPOBAHHOIO AOCTyNa:

co3gaHuve KaHana cBa3u, obecneunBaroLLEero 3awmTy nepegasaemMon MHopMauuu;

OCYLLECTBMEHNE ayTeHTUmMKaumm B3aMMOLAENCTBYIOWNX MHPOPMALMOHHBIX CUCTEM U MpOBEpKa
NOAMNVHHOCTM Nonb3oBaTenen U LeNOCTHOCTU NepeaBaembiX AaHHbIX.

2.9. Insa obecneyeHns 6e30NacHOCTM NepPCOHarbHbIX AaHHbIX MPU MEXCETEBOM B3aMMOLENCTBUM
OTAEeNbHbIX MHOPMALIMOHHBIX cucTem pasHbIX onepaTopos Yyepes
WHOPMALMOHHO-TENEKOMMYHUKALMOHHYIO CETb MeXZyHapogHoOro WHOopMaunoHHOro obmeHa (ceTb
CBA3K o6Llero Nonb3oBaHKst) NOMUMO METOAOB 1 CNOCODOB, yKa3aHHbIX B NyHKTax 2.1 u 2.4 HacTosLero
[MonoxeHus, NPUMEHAIOTCS Ccnegylolwme OCHOBHble MeTOAbl M Cnocobbl 3awuTbl MHAOPMaUMn OT
HeCaHKLUMOHMPOBAHHOIo AocTyna:

co3gaHue KaHana cBasu, obecneunBaroLLero 3awnTy nepegasaeMon UHopmauum;

ayTeHTUdMKaLNs B3anMOZENCTBYIOLWMX WMHPOPMALMOHHBIX CUCTEM W NPOBEpka NOAJSIMHHOCTU
nonb3oBaTenen n LenocTHOCTU NepeaaBaemMblX AaHHbIX;

obecneyeHve npenoTBpaLLeHNsi BO3MOXHOCTM OTpuULaHMs nonb3oBaTenem akrta OTnpaBKu
nepcoHanbHbIX AaHHbIX APYroMy NMosib30BaTenio;

obecneyeHrve npedoTBpaLLEHMS BO3MOXHOCTM OTpUUAHMA nonb3oBaTenem dakra nonyyeHus
nepcoHanbHbIX AaHHbIX OT APYroro nonb3oBaTens.

2.10. ObmeH nepcoHanbHbIMW [aHHbIMU MpU KUX 0OpaboTke B MHAOPMALMOHHBIX CUCTEMAX
OCYyLLEeCTBMSETCA NO KaHanmaMm CB#A3M, 3awuta KOTopbix obecneymBaeTcd nyTtem peanusauuun
COOTBETCTBYIOLLUX OPraHN3aLMOHHbLIX Mep 1 (Mnn) MPUMEHEHNS TEXHUYECKNX CPEaCTB.

2.11. NogkntoyeHne NHHOPMALMOHHON CUCTEMbI K MHOPMALIMOHHOW CMCTeME APYroro Knacca unm
K MHOPMALMOHHO-TENEKOMMYHNKALNOHHOW CeTU MeXAyHapogHOro MHGOopmMauuoHHoro obmeHa (cetu
CBSA3M 06LLEro Nonb30BaHMsA) OCYLLECTBIISAETCS C UCMONb30BAHNEM MEXCETEBBIX 9KPAHOB.

2.12. TlporpammHoe obecnevyeHne cpeacTB 3aWwuTbl  WHoOpMauuM, NPUMEHSIEMbIX B
WHOPMALMOHHBIX cucTemax 1 Knacca, NPOXOAMT KOHTPOSib OTCYTCTBMS HeOeKnapupoBaHHbIX
BO3MOXHOCTEN.

HeobxooumocTe nNpoBedeHust KOHTPOMsi OTCYTCTBUS  HEOEKTapupPOBaHHbIX  BO3MOXHOCTEN
nporpaMmHoro obecneyeHusi CPeacTB 3alWTbl MHPOPMAaLMK, MNPUMEHSAEMbIX B WHEOPMALMOHHBLIX
cuctemax 2 n 3 knaccos, onpeaenseTcs onepaTopom (YnorTHOMOYEHHbLIM NIULIOM).

2.13. B 3aBucumocTn OT ocobeHHocTen o06paboTku nepcoHanbHbIX OaHHbIX W CTPYKTYpbI
WH(OPMALUMOHHBIX CUCTEM MOryT paspabaTbiBaTbCA WM NPUMEHATBCA Apyrve MeToAbl  3awuThbl
WHdoOpMaUMM OT  HeCaHKUMOHUPOBAHHOIO AocTyna, obecneyvBalowme HewTpanusauuio  yrpos
Be3onacHoOCTV nepcoHanbHbIX AaHHbIX.

[ll. MeToapl 1 cnocobbl 3aLWuUThl MHOPMaLUK
OT YTEYKM MO TEXHUYECKUM KaHanam

3.1. 3awuTa pedeBon MHOpMaUUM U MHOPMaLUK, NPEACTaBNEHHON B BMAE WH(OPMATMBHbBIX
3NEKTPUYECKUX CUrHaNoB N U3NYECKUX Morein, OCYLLEeCTBRSETCA B criyyasx, korga npu onpeaeneHuu
yrpo3 6e30MacHOCTW MepCOoHaNbHbIX AaHHbIX U (POPMUPOBAHUU MOAENW Yrpo3 MPUMEHUTENBHO K
WH(POPMALIMOHHON CUCTEME  ABMAIOTCH  aKTyarbHbIMW  Yrpo3bl  YTEYKUM aKyCTMYEeCKOW peyeBou
WHopmMaunn, yrposbl YTEYKM BUAOBOW MHAOPMALMM W Yrposbl yTEYKUM WHGoOpMauum Mo KaHanam
NOBOOYHBLIX JNEKTPOMArHUTHbIX W3My4eHUn W HaBOAOK, OMNpederieHHble Ha OCHOBE MEeTOOUYECKUX
OOKYMEHTOB, YTBEPXAEHHbLIX B COOTBETCTBUM C NYHKTOM 2 [locTaHoBneHus lNMpaButenscrea Poccuiickon
®enepaumm ot 17 Hoabps 2007 r. N 781.

3.2. Ona VCKMIOYEHUs] YTEYKM MepPCOHanbHbIX AaHHbIX 33 CYET MOBOYHbIX 3MNEKTPOMAarHUTHBIX
N3nyyeHnn n HaBogoK B MHPOPMALMOHHBIX cMcTeMax 1 knacca MoryT NpUMeEHATLCA crieayoLwme MeToabl
1 cnocoObl 3aWwmThl nHOpMaLmK:

NCNONb30BaHNE TEXHNYECKUX CPEACTB B 3alLULLEHHOM UCNONHEHUN;

MUCNnonb3oBaHWe CcpeacTs 3aluTbl UHGOpMauumu, npowewmx B YCTaHOBMEHHOM nopsake
npoLeaypy OLEeHKN COOTBETCTBUS;

pa3MelleHne 06 bEKTOB 3aLUMTbI B COOTBETCTBUN C MpeanncaHmem Ha aKcnryaTaumio;

pasMeLleHMe MOHWKAaKLWMX TPaHCOPMAaTOPHbIX MOACTAHUMIA  3NEKTPONMTaHUA U KOHTYpPOB
3a3eMreHns TEXHUYECKNX CPEACTB B Npedenax OXpaHaeMomn Tepputopuu;

obecneyeHve pasBA3KM Lenen INEKTPONUTaHMs TEXHWYECKMX CPEACTB C MOMOLLbH 3alMTHbIX
dunbTpoB, 6NokMpyoLWMX (MOAaBASOLWNX) MHOPMATUBHBINA CUTHAT;

obecneyeHve INEKTPOMArHUTHOM pas3BA3KM MeXAy JUHWAMKM CBA3M W OPYTUMKW  Lensmu
BCMomoraTternbHbIX TEXHUYECKUX CPeacTB U CUCTEM, BbIXOAALLMMY 3a Npefenbl OXpaHaeMon TepputTopumu,
N UHPOPMALIMOHHBLIMU LiensaMu, Mo KOTOPbIM LIMPKYNUpyeT 3awuiiaemas nHdopmams.

3.3. B uvH(opmMauuoHHbIX cucteMax 2 knacca gns obpaboTtkm uHdopmaumMmM MUCMonb3yTCA
CpencTBa BbIMUCIIMTENBHOW TEXHUKW, YOOBMNETBOpSiOLME TpeboBaHMAM HaLMOHANbHbLIX CTAaHOAPTOB MO
3MNEeKTPOMarHMTHON COBMECTMMOCTU, Mo 6e30MacHOCTM U 3ProHOMUYECKUM TpeboBaHUSM K cpeacTBam



oTobpaxeHns uWHgopMauun, N0 CaHWTapHbIM HOpMaM, MpeabsBNAEeMbIM K BUOEOAMCNIIENHBIM
TepMUHanam CpeacTB BblMUCIIUTENBbHON TEXHUKU.

3.4. MNpu npumeHeHnn B MHPOPMALIMOHHBIX CUCTEMaXxX (PYHKLUKM rosIoCOBOro BBOAA NEPCOHaNbHbIX
AaHHbIX B MHOPMAaLMOHHYK CUCTEMY UNMN (PyHKUUM BOCMNpPOU3BeAEeHUs UHOPMaLUM aKyCTUHECKUMMU
cpenctBaMy MHOPMaLMOHHBIX CUCTEM ANs MHpOpMaLVOHHONM cucteMel 1 Knacca peanusyTcst MeToabl
1 cnocoBbl 3aLMTbl aKyCTUHECKOW (peyeBon) MHopMaunn.

MeToabl 1 cnocobbl 3aLmUTbl akyCTU4ECKON (peyeBoi) MHopMaLUK 3akmioyaTca B peanusaumm
OpraHM3auUMOHHbIX U TEXHUYECKMX Mep Ans obecneveHnst 3ByKOU3OMALUN OrpaxaatoLlumx KOHCTPYKLMIA
nomeLleHn, B KOTOPbIX pacrnonoxeHa WHPOPMALMOHHAA CUCTEMA, WX CUCTEM BEHTUNAUUKM U
KOHOMUMOHMPOBAaHWS, HE MO3BOMSAOLWEN BECTU NPOCHyLUMBaHWE aKyCTUYeCKon (peyesoin) nHdopMaunu
npu rorfioCOBOM BBOAE MEPCOHarnbHbIX AaHHbIX B MH(OPMaUMOHHOW CUCTEME WM BOCMPOU3BEAEHMU
WHpopMaLMM aKyCTUYECKUMM CPEeACTBaAMM.

BennuunHa 3BykoM3onsauMm onpegensercsi onepatopoM UCXOOA N3 XapaKTEPUCTUK MOMELLEHUS], ero
pacnonoxeHnst u ocobeHHocTern 06paboTkM NepcoHanbHbIX AAaHHbIX B MH(POPMaLWOHHOW CUCTEME.

3.5. PasmelleHne yCTPONCTB BbiIBOAA WHMOPMaUMM CPeacTB BbIYUCIUTENBHON TEXHUKM,
MHEOPMALIMOHHO-BBIYUCIIUTENBHBIX KOMMIIEKCOB, TEXHUYECKUX CpeacTB 06paboTkm rpacduyeckon, Bugeo-
1 BYKBEHHO-LMPPOBOW MHOPMaLUN, BXOALWMX B COCTaB MHAPOPMALIMOHHON CUCTEMbI, B MOMELLEHUSIX,
B KOTOPbIX OHN YCTaHOBIEHbI, OCYLLECTBNAETCH TakuM obpa3om, 4Tobbl Hbina UcKkMYeHa BO3MOXHOCTb
npocMoTpa MOCTOPOHHUMM NMLAMW TEKCTOBOW U rpadmyeckon BMAOBOW WHOpMauun, cogepxalien
nepcoHanbHble AaHHbIE.

MpunoxeHue

K MNonoxeHuio

0 MeTodax 1 cnocobax 3alunThbl
MHdopMaLnn B MHPOPMaLIMOHHBIX
cucTemMax nepcoHanbHbIX aHHbIX

METOAbI 1 CNOCOBbI SALLUTBI NHPOPMALINA
OT HECAHKUMOHNPOBAHHOIO JOCTYTIA B SBABUCUMOCTW OT KITACCA
NH®OPMALIMOHHOWM CUCTEMbI

1. Metogbl M cnocobbl 3awmTbl MHGOPMaLMM OT HECaHKUMOHWPOBAHHOrO JocTyna Ans
obecneyeHns 6e30MacHOCTM MepcoHanbHbIX AaHHbIX B WHMOPMAUMOHHbLIX CUCTeMax 4 knacca u
LenecoobpasHOCTb UX NMPUMEHEHWS ONPeaensalTCsa onepaTopom (YNOSTHOMOYEHHbBIM NINLIOM).

2. Metogbl M cnocobbl 3awmTbl  MHGOPMauUMM OT  HEeCaHKUMOHMPOBAHHOIO  AOCTyna,
obecneuuBatoLme MyHKLUUM ynpaBneHus A0CTYNOM, peructpaunm u yyeta, obecneyeHust LenocTHOCTM 1
6e30nacHOro MexxceTeBoro B3aMMogencTems Ans MHpopmaLMoHHbIX cucTeM 3 kracca.

2.1. Ona nHMOpPMaLMOHHBIX cucTeM 3 Knacca npu OAHOMONb30BaTENbCKOM pexume obpaboTku
nepcoHanbHbIX AaHHbIX MPUMEHSAIOTCH CrieaytoLlme OCHOBHbIE MeTOAbI U cnocobbl 3aLmTel MHopMaLuuw:

a) ynpaereHue JOCTYNoM:

naeHTudmrKauma n npoeepka NOASIMHHOCTU NOMb3oBaTens npu BXoge B cMcTemMy MHopMaLoHHON
CUCTEMbI MO Maposilo YCMOBHO-MOCTOAHHOIO AEWCTBUS ANVHOW HEe MeHee wecTn ByKBEeHHO-LMdpPOBbIX
CVYMBOIOB;

6) perucTpaums u yyer:

pernctpaums Bxoaa (Bblxo4a) nonb3oBaTens B CUCTEMY (M3 cucTembl) NMBO perncTpauus 3arpy3ku
U MHUUManu3aumm ornepaumoHHOW CUCTEMbI U ee MporpaMMHOro octaHosa. Peructpauus Bbixoga M3
CUCTEMbI UMM OCTaHOBa He MPOBOAMTCA B MOMEHTbI anmnapaTypHOro OTKMIOYEeHWs WHMOPMaLMOHHOM
cucteMbl. B napameTpax perncrpauumn ykasbiBatoTCs faTa U BpeMs BXoda (Bbixoda) nonb3oBaTtens B
cuctemy (M3 cMcTeMbl) UNn 3arpyskm (OCTaHOBa) CUCTEMBI;

yyeT BCEX 3aluliaemMblXx HocuTernem uHdopmauuv C MOMOLLBK MX MapKMPOBKM U 3aHeceHune
YYETHbIX JaHHbIX B XXypHan y4eTa;

B) obecneveHne LenocTHOCTH:

obecneyeHne LENOCTHOCTU MPOrpaMMHbLIX CPEACTB CUCTEMbI 3alyTbl NMEPCOHANbHbLIX AaHHbIX,
obpabaTbiBaemon nHdoOpMaLmK, a Takke HEM3MEHHOCTb MporpaMMHON cpedpl. [pyn 3TOM LenocTHOCTb
NporpamMmHbIX CpedcTB MPOBEPSETCs MNpu 3arpy3ke CUCTEMbl MO HanNMyuno MMeH (naeHTudukaTtopos)
KOMMOHEHTOB CUCTEMbI 3alUMTbl NEepCoHamnbHbIX [OaHHbIX, LENOCTHOCTb MpPOrpaMMHON  cpeabl
obecneunBaeTcsa OTCYTCTBUEM B MH(POPMALMOHHON cucteme cpeacTB pa3paboTku U OTNagkv Nporpamm;

dusnyeckas oxpaHa WHMOPMALMOHHON CUCTEMbl (TEXHUYECKMX CPeacTB U HocuTenewn
uHdopmaumm), npegycmaTpusaiowlas KOHTPOMb AOCTyna B NOMELLEHUs WHEPOPMALMOHHOMW CUCTEMBI



MOCTOPOHHMX ML, HanuyMe HaAeXHbIX MPensaTCTBMN ANA HEeCaHKLMOHMPOBAHHOrO MPOHWKHOBEHWUS B
nomeLLeHnst MHPOPMaLMOHHOM CUCTEMBI N XpaHUuLLLE HOCUTENen MHpopmaumm;

nepuognyeckoe TeCTUpoBaHue OYHKUMIA CUCTEMBI 3aLLMTBI MEPCOHAaNbHbIX AaHHbBIX NPYU U3MEHEHUN
nporpaMmHoON cpefbl U Monb3oBaTenen MHGOPMAaLNOHHOW CUCTEMbI C MOMOLLbIO TECT-MPorpamm,
UMUTUPYIOLLMX MOMbITKA HECAHKLMOHMPOBAHHOIO JOCTYNa;

HannuMe  cpencTs BOCCTaHOBMEHUS CUCTEMBbI 3aWunThI nepcoHanbHbIX  AaHHbIX,
npegycmaTpuBaloLLnX BeAEHNe OBYX KOMUIM NPOrpamMmMHbIX KOMMNOHEHTOB CPEACTB 3alumThl MHOpMaLmm,
MXx nepmnogundeckoe oGHOBMEHME N KOHTPOSb paboTocnocobHOCTMH.

2.2. Ana nHhopMaLMOHHbIX cucTeM 3 Krnacca npyv MHOrononb30BaTeNbCKOM pexume obpaboTku
nepcoHanbHbIX AaHHbIX W paBHbIX NpaBax AoCTyna K HMM Nonb3oBaTenen NpUMEHSIOTCS cnegyoLwmne
OCHOBHbI€ MeTOAbl U CNOCOObI 3aLLMTbl MHOPMaLMK:

a) ynpasrneHue JOCTynoMm:

naeHtTudmkaumMa 1 npoBepka MNOANWHHOCTM MOMb30oBaTens npuW BXO4e B CUCTEMY O
nageHtTudumkatopy (kogy) W Maposilo  YCIOBHO-MOCTOSHHOIO AENCTBUS ONIMHOW HE MEHee LecTu
OyKBEHHO-LNPOBBLIX CUMBOSIOB;

0) perucTpaums u yyer:

permcTpaums BxoAa (Bbixoda) Nonb3oBaTens B cuctemy (M3 cuctembl) Nnbo perncTpaums 3arpy3ku
W MHUUManu3aummM onepaumoHHONW CUCTEMblI M ee MpPOrpaMMHOro ocTaHoBa. Pernctpauusi Bbixoga u3
CUCTEMbI UMM OCTaHOBa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKIYEHUS MHOPMAaLMOHHON
cuctembl. B napameTtpax perucrtpauumn ykasbiBaloTCs gaTa M BpeMsi Bxoda (Bblxoda) monb3oBaTtens B
cucTemy (M3 CMCTEMBI) UMK 3arpy3ku (OCTaHOBA) CUCTEMbI, pe3yrnbTaT NonbITKM Bxoda (ycrnewiHas vnm
HeycnewHas);

yyeT BCEX 3awmuiaemMblx HocuTenen uHdopmauum C MOMOLBI MX MapKUPOBKM U 3aHeceHue
YYETHbIX AaHHbIX B XXypHan y4eTa;

B) obecrneyveHne LenoCTHOCTH:

obecneyeHne LENOCTHOCTU MPOrpaMMHbIX CPEACTB CUCTEMbI 3alUMTbl NMEPCOHANbHbIX AAHHbIX,
obpabaTbiBaemon MHoOpMaLmKn, a Takke HEM3MEHHOCTb MporpaMMHON cpeapl. [pyn 3TOM LenocTHOCTb
NporpaMmHbIX CpeAcTB MPOBEPSETCS MpU 3arpy3ke CUCTEMbl MO HanMMyul MMeH (naeHTudmkaTtopos)
KOMMOHEHTOB CUCTEMbI 3aluTbl MEPCOHarbHbIX [OaHHbIX, a@ LUEeNoCTHOCTb MNpPOrpamMmHON cpeabl
obecneynBaeTcs OTCYTCTBMEM B UH(OPMALMOHHOW CMCTEME CPEACTB pa3paboTkm n OTnagku nporpamm
BO BpeMsi 06paboTkM 1 (Mnn) XxpaHeHus 3auaemMon nHopmMauum;

dmsmyeckas oxpaHa WHHOPMAUMOHHOW CUCTEMbI (YCTPOMCTB W HOcUTEnen wuHdopmaumn),
npegycmaTtpuBaloLlasi KOHTPOrb AOCTyNa B NOMeELLEeHUs UH(POPMAaLMOHHOW CUCTEMbI MOCTOPOHHMX WL,
HanMyne HageXHbIX MNPendaTCTBUA ANd  HECAHKUMOHMPOBAHHOMO MNPOHMKHOBEHMS B MOMELLEHUs
WHOPMALMOHHOW CUCTEMbI Y XpPaHWUNWLWe HocUTenen niopmauum;

nepuoanyeckoe TeECTUpOBaHUE OYHKUMIA CUCTEMBI 3aLLUTBI MEPCOHAaNbHbLIX AAHHbLIX NPYU U3MEHEHUN
nporpaMmHoli cpefbl U Monb3oBaTenen MHGPOPMALNOHHOW CUCTEMbI C MOMOLLbIO TECT-MPOorpamm,
UMUTUPYIOLLMX MOMNbITKA HECAHKLMOHMPOBAHHOIO JOCTYNa;

HanuuMe  cpeacTs BOCCTaHOBMEHUS CUCTEMBI 3aLnThI nepcoHasnbHbIX  AaHHbIX,
npegycmaTpuBaoLLnX BeAEHNE OBYX KOMUI NPOrpamMmMHbIX KOMMOHEHTOB CPEACTB 3alUMThl MHGOPMaLmK,
nx nepuognyeckoe obHOBIEHME U KOHTPOIb paboTocnocoBGHOCTY.

2.3. Ana nHMOPMaLMOHHBLIX cucTem 3 Kracca npu MHOrornonb30BaTenbCKOM pexunme obpaboTkm
nepcoHanbHbIX AaHHbIX M pa3HbiX MpaBax AOCTyna K HUM MNonb3oBaTenen NPUMEHSAIOTCS cnegyoLwme
OCHOBHble MeToAbl U cnocobbl 3awuTbl MHOPMaLNK:

a) ynpasreHue JOCTYNoM:

naeHTumrKaums 1M npoBepka MOAMMHHOCTM MONb30BaTeNnsd MNpyv BXOAE B CUCTEMY MO Maponio
YCINOBHO-MOCTOSAHHOIO AEACTBUS ANMHHOW HE MeHee LeCTN BYKBEHHO-LMAPOBLIX CUMBOIIOB;

0) perncrtpauus u yyer:

pervcTpaums Bxofa (Bbixoda) Nonb3oBaTens B cuctemy (M3 cuctembl) NMbo perncTpaums 3arpy3ku
W MHULManu3aummM ornepaumoHHON CUCTEMBbI U ee MPOrpaMMHOro OocTaHoBa. Perncrtpauus Bbixoga M3
CUCTEMbI UMM OCTaHOBa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKIYEeHUs MHGOPMAaLMOHHON
cuctembl. B napameTpax perucrtpauumn ykasbiBaloTCsl faTa M BpeMs Bxoda (Bbixoda) Monb3oBaTtens B
cucTemy (M3 CMCTEMbI) UMK 3arpy3kn (OCTaHOBA) CUCTEMBI, pe3yrnbTaTt MoMbITKM BXO4a (ycneliHas umm
HeycnewHas), maeHTudukaTop (ko4 unm damunusa) nonb3oBaTens, NPeAbsABMEHHbIN MpPU MOMbITKE
[ocTyna;

yyeT BCEX 3aluuiaemblx HocuTernem uHdopmauuv C MOMOLLBI MX MapKUPOBKUM U 3aHeceHue
YyYeTHbIX OaHHbIX B XXypHan y4yeTta ¢ oTMeTKon 06 nx Bbigaye (npueme);

B) obecneveHne LenoCcTHOCTU:

obecneyeHne LENOCTHOCTU MPOrpaMMHbLIX CPEACTB CUCTEMbI 3alUMUTbl NMEPCOHANbHbIX AaHHbIX,
obpabaTbiBaemo MHdopMaLmKn, a Takke HEM3MEHHOCTb MPoOrpaMMHON cpeapl. MNpyn 3TOM LenocTHOCTb
NporpamMmHbIX CPEeACTB MPOBEPSETCHA MpU 3arpy3ke CUCTEMbI MO KOHTPOSbHbIM CyMMam KOMMOHEHTOB
cpencTB 3awmuThl MHOpMaLMK, a LeNoCTHOCTb NPOrpamMmHOl cpefbl 06ecnevnBaeTcs NCNonb30BaHNEM



TPaHCNSATOPOB C S3bIKOB BbLICOKOMO YPOBHS M OTCYTCTBMEM CpPEACTB Moaudukauum obbeKkTHOro koaa
nporpaMm B npouecce 00paboTku 1 (Mnn) XxpaHeHns 3almaeMon MHopmaLmm;

dusnyeckas oxpaHa WHGPOPMALMOHHOM CcuUCTEMbl (YCTPOMCTB W HoOcuTenen uHdopmaumm),
npegycmaTtpuBaloLlasi KOHTPOSb AOCTyna B NMOMeLLeHUst MHPOPMAaLMOHHOW CUCTEMbI MOCTOPOHHMX FWL,
HanMyne HaAeXHbIX MNPenaTCTBUA AN HECAHKUMOHMPOBAHHOINO MPOHMKHOBEHMS B MOMELLEHNS
MHOPMALIMOHHON CUCTEMbI U XpaHUIULLE HocuTenen nidopmauunu;

nepuoanyeckoe TeCcTupoBaHue MYHKUMUIA CUCTEMBI 3aLLMTLI NEPCOHAanbHbIX AaHHbLIX NPYU U3MEHEHUN
nporpaMmMHoON cpefbl M nonb3oBaTenen MHPOPMALMOHHOW CUCTEMbI C MOMOLLBID TEeCT-Mporpamm,
UMUTUPYIOLLMX MOMbITKA HECAHKLMOHMPOBAHHOIO AOCTYNa;

Hanuune  cpeacTs BOCCTaHOBMEHNS cucTEMbI 3aWwuTbl NnepcoHanbHbIX  AaHHbIX,
npegycMaTpuBaioLLnX BeAeHE ABYX KOMUIA NPOrpaMMHbIX KOMMOHEHT CPeACTB 3aLuThl MHGOpMaLUK, ux
nepunognyeckoe o6HOBNEHNE U KOHTPOIb PaboTOCNOCOBHOCTH.

2.4. be3onacHoe MexceTeBoe B3aMModencTesne Ans MHPOPMaUMOHHBLIX cucTtemM 3 Knacca npu ux
NOAKITIOYEHUN K CETAM MEXOYHapOAHOro MHAOPMaLMOHHOro obmeHa, a Takke Anis pacnpegeneHHbIX
WHOPMALMOHHBIX cucTem 3 Kracca npu KX pasgeneHnM Ha MNOoACUCTEMbl OOCTUraeTcs nyTem
NPYMEHEHNS CPEACTB MEXCETEBOIO 3KPaHMPOBaHUSA (MEXCETEBbIX 3KPaHOB), KOTOpble 0becneynBatoT:

dunbTpaumio Ha CETEeBOM YpPOBHE [Ansl KaXdoro CEeTEeBOro MakeTa He3aBMCMMO (pelleHue o
PunNbTpauMmM NPUHUMAETCS Ha OCHOBE CETEBbIX agpecoB OTNPaBMTENs U MoflydaTens UM Ha OCHOBE
APYruXx SKBMBaNeHTHbIX aTpnbyToB);

naeHTUrKaumio n ayTeHTMdrKaumio agMMHUCTPaTopa MEXCETEBOro dKpaHa Mpu ero nokarnbHbIX
3anpocax Ha JoCTyn no naeHTudukaTopy (Kkogy) v Naporo YyCroBHO-NOCTOSIHHOrO AEACTBUS;

perncTpaumio Bxoda (Bbixofa) agMMHMCTpaToOpa MEXCETEBOro 3kpaHa B cUCTEMY (M3 CUCTEMBI)
nmbo 3arpyskM M uHMUManu3auMm CUCTEMbl U ee MPOrpaMMHOro OCTaHoBa (permctpauust Bbixoga w3
CUCTEMbI HE NMPOBOANTCS B MOMEHTbI annapaTypHOro OTKIMOYEHMS MEXCETEBOIO aKpaHa);

KOHTPOIb LIeNIOCTHOCTM CBOEW NPOrpaMMHON 1 MHPOPMAaLMOHHOW YacTw;

dunbTpaumio nakeToB CryXebHbIX NPOTOKOMOB, ChyXawux Ans AMarHOCTMKM W ynpaBrieHus
paboTown ceTeBbIX YCTPOWCTB;

BOCCTa@HOBIIEHNE CBOWCTB MEXCETEBOrO 3KkpaHa nocrne cboes 1 0TkazoB 060pya0BaHUS;

pernaMeHTHOe TeCTMpOBaHWe peanusauuu npaswun dunbTpauuu, npouecca uaeHTudukauum wm
ayTeHTMdVKauMM  agMUHUCTPATOpa MEXCETEeBOro 9KpaHa, Mnpouecca perucrtpauum  OerncTBui
agMUHUCTpaTopa MEXCEeTEeBOro 3KpaHa, npouecca KOHTPONs 3a LENOCTHOCTbIO MNPOrpamMHON U
WHOPMALMOHHOW YacTu, Npoueaypbl BOCCTAHOBNEHMS.

MexceTeBble 3KpaHbl, KOTOpble OOecneyMBaloT BbINOMHEHWE YKa3aHHbIX Bbiwe YHKLMA,
NPUMEHSIOTCA B pacnpefeneHHbIX MHPOPMAaLUMOHHbBIX cuctemax 2 n 1 KnaccoB npu UX pasgerneHnm Ha
OTAEnbHbIE YacTu.

Mpun pasgeneHnn MHAPOPMALIMOHHON CUCTEMBI MPU MOMOLLU MEXCETEBbLIX 3KPAHOB HA OTAEMNbHbIE
YacTu CUCTEMbI AN YKa3aHHbIX YacTel CUCTEMbI MOXET yCTaHaBNMBaTbCA Oonee HU3KMIM Knacc, Yem ans
VMHOPMALIMOHHOW CUCTEMbI B LLETIOM.

3. MeTogbl w cnocobbl 3awmMTbl  UHGOPMAUMM OT HECAHKLMOHMPOBAHHOIO  O0CTyna,
obecneunBaLLme QYHKLMN yNpaBneHnst 4OCTYNoOM, perncTpauum n ydeta, obecneyeHms LenocTHOCTU 1
©e3onacHOro MexceTeBoro B3anMoAencTBmSA 4518 MHOPMALMOHHBLIX CUCTEM 2 Kracca.

3.1. Ong vHdOpMaLMOHHBLIX CMCTEM 2 Krnacca Mpu OOHOMONb30BATENbCKOM pexume obpaboTku
nepcoHanbHbIX MPUMEHSAIOTCS BCe MeToAdbl M CNocoObl 3awnTel MHAOPMaLMn OT HECAHKLUOHMPOBAHHOIO
AOCTyna, COOTBETCTBYHOLME WHPOPMALMOHHBIM cucTeMam 3 Knacca npu OZHOMOMb30BaTENbCKOM
pexvme o0b6paboTku.

3.2. Ina MHOPMAaLMOHHBIX CUCTEM 2 Knacca Npu MHOroMosib30BaTeNbCKOM pexume obpaboTku
nepcoHarnbHbIX AaHHbIX U PaBHbIX MpaBax AOCTYyNa K HUM NOMb30BaTeNen NPMMEHATCA BCE METOAbI U
cnocobbl  3aWMTbl  MHAOPMAaUMM  OT  HECaHKUMOHMPOBAHHOTO  OOCTyMa,  COOTBETCTBYyHOLUME
WHOPMALMOHHBIM  cucTeMaM 3 Krnacca Mpu  MHOronosfib3oBaTeNnbCKOM  pexume  obpaboTku
nepcoHarnbHbIX AaHHbIX U PaBHbIX MpaBax A4OCTYyNa K HUM MOoSib3oBaTenen.

3.3. na MHOPMaUUOHHBIX CUCTEM 2 Krnacca MpU MHOroMosb30BaTENbCKOM pexuMme obpaboTku
nepcoHanbHbIX OaHHbIX U pasHbIX NpaBax 4OCTyMNa K HUM Monb3oBaTernen peanusyoTcs Bce MeTOAbl U
cnocobbl  3aWmMTbl  MHGOPMAaUMM  OT  HECaHKUMOHWPOBAHHOrO  OOCTyna, COOTBETCTBYHOLLME
WHOPMAUMOHHBIM ~ cucTeMam 3 Krnacca Mpu  MHOronosfb3oBaTenbCkOM  pexume obpaboTkm
nepcoHanbHbIX AaHHbIX U pa3HbIX NpaBax AOCTyna K HUM nonb3oBaTenen.

3.4. be3onacHoe mexceTeBoe B3auMoaencTeme Ans MHAPOPMaLMOHHBIX CUCTEM 2 Knacca npu ux
MOAKITIOYEHUN K CETAM MEeXAyHapoAHOro MHopmauuoHHoro obmeHa AOCTUraeTcs nyTeM NpUMMEHeHMUs
CpeacTB MEeXCeTEeBOro 9KpaHMpoOBaHWs, KOTopble 0becnevmBatoT:

dunbTpaLmio Ha CETEBOM YPOBHE HE3aBUMCUMMO [ KaXOOro CeTeBOro naketa (pelleHve o
puUnbTpaumMm NPUHUMAETCA Ha OCHOBE CETEBbLIX apPECOB OTNPaBMTENsS U MonydaTens UM Ha OCHOBE
APYrX SKBMBaNEHTHbIX aTpubyToB);

dunbTpaumio nNakeToB CNyXeOHbIX MPOTOKOMOB, ChyXawux Ans OWarHOCTMKU W ynpa.rieHus
paboTon ceTeBbIX YCTPONCTB;



unbTpaLmio C y4eToM BXOAHOIO WM BbLIXOOHOMO CETEBOro MHTepdenca Kak cpeicTBa NpPOBEPKU
NOAMNVHHOCTY CETEBbIX agpecos;

bvnbTpaLmio C y4eTOM N0ObIX 3HAYUMBIX MOSIEN CETEBbLIX NAaKETOB;

peructpaumio n yy4et UNbTpyeMbiX NakeToB (B napaMeTpbl peructpaumm BKIHOYalOTCH agpec,
BpeMs 1 pesynbTaT hunbTpauun);

naeHTumrKaumio 1 ayTeHTMdrKaumio agMMHUCTPaTopa MEXCETEBOrO 3KpaHa Mpu ero fnokarnbHbIX
3anpocax Ha JOCTyn no naeHTudukaTopy (Kkogy) v Naporto YCroBHO-NOCTOSIHHOrO AEUCTBUS;

perncTpaumio Bxoda (Bbixofa) agMMHUCTpaTopa MEXCETEBOro 3KkpaHa B cuctemy (M3 CUCTEMBI)
nnbo 3arpyskM M uHMUManusaumMm CUCTEMbl U ee MPOrpaMMHOro OCTaHoBa (perucrpauust Bbixoga w3
CUCTEMbI HE NMPOBOAUTCA B MOMEHTbI annapaTypHOro OTKMIOYEHNS MEXCETEBOro aKkpaHa);

perncTpaumio 3anycka nporpaMm u npoLeccoB (3agaHuin, 3agadv);

KOHTPOIb LLIENOCTHOCTU CBOEW MPOrpaMMHON U MHPOPMALIMOHHOM YacTy;

BOCCTa@HOBIIEHNE CBOWCTB MEXCETEBOrO 3KpaHa nocne cboes 1 0TkazoB 060pya0BaHUS;

pernaMeHTHoe TeCcTUpOBaHWe peanu3aumyM npasun  dunbTpaumM, npouecca peruncrpaumu,
npouecca uaeHTUdMKaumMm u ayTeHTMdMKauum agMuMHUCTpaTopa MEXCEeTEeBOro 3KpaHa, npouecca
pervctpaumm OevcTBUA agMUHMCTpaToOpa MEXCETEBOrO 3KpaHa, Npouecca KOHTPOMNs 3a LeNTOCTHOCTbIO
NporpamMmHoON 1 MHPOPMALIMOHHOM YacTu, NpoLueaypbl BOCCTAHOBIEHNS.

4. Metogbl M cnocoObl  3aWMThl  MHOpPMaUMM OT  HECaHKLMOHMPOBAHHOIO  [OCTyna,
obecneunBaroLLme MYHKLMN yNpaBrneHns AOCTYNoM, perncrTpauum n yyeta, obecnedeHms LenocTHOCTU U1
Be3onacHOro MexceTeBoro B3auMoOAenNCcTBMSA AN MHopMaLmnoHHbIX cuctem 1 knacca.

4.1. Ona nHMOpMaUMOHHBIX cucTteM 1 knacca npu OAHOMONb30BaTENbCKOM pexume obpaboTku
nepcoHanbHbIX AaHHbIX MPUMEHSIOTCH CrieayoLlmne OCHOBHbIE MeTOAbI U cnocobbl 3aLmTel MHopMauum:

a) ynpasreHue JOCTYNoM:

naeHtTudmrKkaumMa 1M npoBepka MOAMMHHOCTM MONb30OBaTENsA MNpUM BXOA4E B CUCTEMY MO Maporio
YCNOBHO-MOCTOSAHHOIO AEWCTBUS ANTMHOW HEe MeHee LWecTn ByKBEHHO-UMEPOBbLIX CUMBOOB;

0) perncTpauus u yyer:

pervcTpaums Bxofa (Bbixoda) Nonb3oBaTens B cuctemy (M3 cuctembl) NMOo perncTpaums 3arpy3ku
U MHUUManu3aummM onepauuoHHONW CUCTEMblI M ee MpPOrpaMMHOro octaHoBa. Peructpauus Bbixoga u3
CUCTEMbI MMM OCTaHOBa He MPOBOAMTCA B MOMEHTbI annapaTypHOro OTKMYEHUS MHGOPMAaLMOHHON
cuctembl. B napameTpax perucrtpauumn ykasbiBaloTCs gaTa M BpeMsi Bxoda (Bbixoda) monb3oBaTtens B
cucTemy (M3 CMCTEMbI) UMK 3arpy3ku (OCTaHOBA) CUCTEMbI, pe3ynbTaT NonbITKU BxoAda (ycnewHas wunm
HeycnewHas);

peructpaums Bbldaum nevatHbiX (rpaduyeckMx) AOKYMEHTOB Ha OyMaxHbii HocuTenb. B
napameTpax permcrpauumn ykasbiBaloTCsa gaTa u Bpems Bblgadu (obpalleHus K nogcucteme BbiBoAa),
KpaTkoe coaepxaHve [AOKyMeHTa (HaumeHoBaHwe, Bug, ko), crneuudukaums ycTpoMcTBa Bblgauu
(nornyeckoe MMsa (HOMep) BHELLHEro YyCTPONCTBA);

yyeT BCEX 3aluLiaemblx HocuTenemn uHdopmaumv C MOMOLLBI MX MapKUPOBKM U 3aHeceHue
YYETHbIX JaHHbIX B XXypHan y4eTa;

ayonupyowun yyeT 3alimiaemblx HocuTenen nHoopmauuu;

ounctka (obHyneHue, obe3anuuumBaHue) ocBOOOXOAEMbIX oObOnacTer onepaTVBHOW NaMATU
MHOPMALIMOHHON CUCTEMbI M BHELUHUX HOCUTENEn nHopmaumm;

B) obecneyveHme LenoCcTHOCTH:

obecneyeHve LENOCTHOCTU MPOrpaMMHbLIX CPEeACTB CUCTEMbl 3almTbl NEPCOHAanbHbIX AaHHbIX,
obpabaTbiBaemon MHOpMaLmMK, a Takke HEU3MEHHOCTb MPorpaMMHON cpedpl. [pn 3TOM LEenocTHOCTb
NporpaMmHbIX CpedcTB MpOBepseTCs MNpu 3arpy3ke CUCTEMbl MO HanMMynl MMeH (ngeHTudurkaTtopos)
KOMMOHEHTOB CPeAcTB 3awuTbl MHOPMaUMKW, a LenoCTHOCTb nporpamMmmHon cpefpl obecnedvvBaeTcs
OTCyTCTBMEM B MHCDOPMALMOHHON CUCTEME CPEACTB pa3paboTkun U 0TNagk1 Nnporpamm;

dmamyeckas oxpaHa TEXHUYECKMX CPeAcTB UHAOPMALMOHHBIX CUCTEM (YCTPOWCTB M HOCUTENEN
nHdopmaumm), npegycMaTpmBatoLLas MOCTOSTHHOE Hann4yne oxpaHbl TEPPUTOPUM U 30aHUS;

nepuoanyeckoe TeECTUpOBaHUE OYHKLUNIA CUCTEMbI 3aLLUMUTbLI MEPCOHANbHbLIX AaHHbIX NPY N3MEHEHWM
nporpaMmHoli cpefbl U Monb3oBaTenen MHGPOPMALNOHHOW CUCTEMbI C MOMOLLbIO TECT-MPOorpamm,
UMUTUPYIOLLMX MOMNbITKA HECAHKLMOHMPOBAHHOIO JOCTYNa;

HanMuMe  CpeacTB  BOCCTaHOBIIEHWS CUCTEMbl  3aWuThI nepcoHanbHbIX  AaHHbIX,
npegycmaTpuBaloLLnX BeAeHUe OBYX KOMUIM NPOrpamMmMHbIX KOMMOHEHTOB CPEACTB 3allmThl MHOpMaLmm,
nx nepuognyeckoe obHOBMNEHME U KOHTPONb paboTocnocobHoCTH.

4.2. Ana nHMOpPMaLMOHHbIX cucTtem 1 Kracca npu MHOrononb30BaTeNnbCKOM pexnme obpaboTkm
nepcoHanbHbIX AaHHbIX M paBHbIX NpaBax OOCTyMNa K HUM MONb30oBaTenen MpUMEHSIIOTCA cnegyoLwme
OCHOBHble MeToAbl U cnocobbl 3aWwmUTbl HOPMaLNK:

a) ynpaBreHue AOoCTYyNnoMm:

naeHtTumkaums 1 npoeBepka NOANMHHOCTM MOMb30BaTeNs MNpuW BXO4E B CUCTEMY nNO
naoeHtTudumkatopy (kogy) W Maposito  YCIOBHO-MOCTOSHHOIO LENCTBMA [OJIMHOW He MeHee LUEeCTu
OyKBEHHO-LMPPOBLIX CUMBOJIOB;



noeHTNnUKaUna TEXHNYECKUX CPeAcTB MHAOPMALMOHHBLIX CUCTEM U KaHaroB CBS3M, BHELLHUX
YCTPOWCTB MHPOPMAaLMOHHBIX CUCTEM MO UX NIOTMYECKMM agpecam (Homepam);

naeHTudurkaLms nporpamMmm, TOMOB, KaTtanoros, hannos, 3annucemn, Nonen sanucen No MMeHam;

0) perucTpaums u yyer:

permctpaums Bxofa (Bbixoda) Nonb3oBaTens B cuctemy (M3 cuctembl) Nnbo perncTpaums 3arpy3ku
W MHMUManuM3aumm ornepaumoHHOW CUCTEMbl M ee MPorpaMMHOro octaHoBa. PerncTpauusa Bbixoga u3
CUCTEMbI UMM OCTaHOBa He MPOBOAMTCA B MOMEHTbI anmnapaTypHOro OTKMOYEHWUSs WHEMOPMALMOHHOM
cuctembl. B napameTpax permcrpauumn ykasbiBaloTCs gaTa M BpeMs Bxoda (Bblxoda) Monb3oBaTtens B
cucTemy (M3 CMCTEMbI) UMK 3arpy3ku (OCTaHOBA) CUCTEMbI, pe3ynbTaT NonbITKM BXxoda (ycrnelwiHas vunu
HeycrnewHas), ngeHtudukatop (kog unu damunus) nonb3oBaTens, MNpeabsBrEHHbIN NpU MNOMbITKE
poctyna;

peructpaums Bbldayun nevaTHbiX (rpaduyeckMx) AOKYMEHTOB Ha OyMaxHbii HocuTens. B
napameTpax perucrpauuu ykasbiBaloTCs daTa M Bpems Bbldaun (obpalleHus K nogcucreme BbiBoAa),
cneundurkauma ycTpoWCTBa BblgayM (rmormyeckoe wumsa (HOMep) BHELWHEero YCTPOWCTBA), KpaTkoe
cogepxaHue [OOKyMeHTa (HaumeHoBaHue, Bug, wudp, Koa), wuaeHTudukatop nonb3oBaTens,
3anpocuBLLErO JOKYMEHT;

permcTpaums 3anycka (3aBepLueHunst) nporpaMM 1M NPOLLECCOoB (3adaHui, 3agad), npegHa3HavYeHHbIX
Anst obpaboTkm nepcoHanbHbIX AaHHbIX. B napameTpax perncrtpauum ykasblBalTca gaTa M Bpemsi
3anycka, ums (ugeHTudumkaTop) nporpammbl (Mpouecca, 3agaHus), uaeHTudmkaTop nonb3oBaTtens,
3anpocumBLUero nporpammy (npouecc, 3agaHue), pesynbTat 3anycka (yCneLHbl, HeyCneLHbIN);

permcTpaums nonbITOK AOCTyna NporpaMMHbIX CPEACTB (MporpaMm, NpoLeccoB, 3adad, 3agaHum) K
3awmuaemblim hannam. B napametpax permctpauvm ykasbiBalTCs Aata M BpeMs NOoMbITKM AOCTyna K
3awmuaemomy awnny C ykasaHMem ee pesynbTata (ychnewHas, HeycnewHas), uaeHTudukaTop
none3oBaTtens, cneundukauuna sawuuiaemoro ganna;

perncTpaumsi nonbiTOK [OCTyrna NPOrpaMMHbIX CPeACcTB K OOMNOMHUTENbHbIM - 3alimiaeMbliM
obbekTam goctyna (TepMuHanam, TEXHUYECKMM cpeacTBaM, y3nam CeTW, NMHUSAM (KaHaram) CBS3W,
BHELWIHMM YCTpPOWCTBaM, MporpaMmmam, TOMam, katanoram, cpannam, sanucam, nomnsm 3anucen). B
napameTpax perucrpaumm ykasblBaloTcs gaTa M Bpems MomMbITKM OCTyna K 3aliuliaeMoMy OOBbEKTy C
yKkasaHuem ee pesynbraTta (ycnewHas, HeycrnelwHas), ngeHTudukaTop nonb3oBaTtensd, crneuudurkaums
3awmiaemoro o6bekTa (nornyeckoe ums (Homep));

yyeT BCEX 3awmuiaemblx HocuTenen uHdopmauum C MOMOLBI MX MapKUPOBKM U 3aHeceHue
YYEeTHbIX AaHHbIX B XXypHan yyeTa ¢ oTMeTKomn 06 nx Bbigaye (npueme);

OyonvpyloLwmn yyeT 3almiaemblx Hocutenen nHgopmaumm;

ounctka (obHyneHue, obGeanuumBaHue) ocBobOXaaeMbix obnacten onepaTtMBHOW MaAMSTU
WH(OPMALMOHHBIX CUCTEM M BHELLIHUX HOCUTENen nHdopmaumu;

B) obecrneveHne LenoCTHOCTH:

obecneyeHne LENOCTHOCTU MPOrpaMMHbIX CPEACTB CUCTEMbI 3alUUTbl NMEPCOHANbHbIX AaHHbIX,
obpabaTbiBaemon MHopMaLmm, a Takke HEM3MEHHOCTb MPOrpaMMHON cpefbl. [Mpu 3TOM LEenoCTHOCTb
CUCTEMBbI 3alUWTbl NepcoHarnbHbIX AaHHbIX MPOBEPSETCA Mpu 3arpyske CUCTEMbl MO HanmUyuio UMeH
(noeHTNUKaTOpOB) ee KOMMOHEHT, a LEeNTIOCTHOCTb NPOrpamMMHON cpebl obecneynBaeTcsl OTCYyTCTBMEM
B MHPOPMALMOHHON cUCTEME CpeacTB pa3paboTKu 1M OTNaaku Nporpamm;

dmsmyeckas oxpaHa TEXHUYECKUX CPeacTB MHPOPMALMOHHON CUCTEMbI (YCTPOMCTB U HOCUTENEN
nHdopmaumm), npegycMmaTpmsaioLLas NOCTOSHHOE Hannyne oxpaHbl TEPPUTOPUM U 30aHUS;

nepuognyeckoe TeCTupoBaHue MYHKUMUIA CUCTEMBI 3aLLMTBI MEPCOHAanbHbIX AaHHbIX NPYU U3MEHEHUN
nporpaMmHon cpefbl M nons3oBaTtenen MHAHOPMALMOHHOW CUCTEMbI C MOMOLLLIO TeCT-nporpamMm,
UMUTUPYIOLLMX MOMbITKA HECAHKLMOHMPOBaHHOIO JOCTYNa;

Hanuuve  cpencTts BOCCTaHOBMEHMS CcUCTEMBI 3aWuThl NepcoHanbHbIX  AaHHbIX,
npegycMmaTpuBaroLLnX BeJeHNe ABYX KOMUM NporpaMMHbIX KOMMOHEHTOB CPeACTB 3aLllMThbl MHOpMaumu,
nx nepuognyeckoe obHOBIEHNE U KOHTPOIb PaboTocnocoBGHOCTN.

4.3. Ona nHdOopMaLMOoHHbIX cucTem 1 Kracca npu MHOrononb30BaTENbLCKOM pexnme obpaboTkm
nepcoHanbHbIX AaHHbLIX M pa3HbIX NpaBax OoCTyna K HUM nonb3oBaTenen NpuMEHSTCs cnegyouime
OCHOBHble MeToAbl U cnocobbl 3awuTbl HPOPMaLNK:

a) ynpaBneHue A4OoCTYNoMm:

naeHtTudmrkaums 1 nposBepka NOANMHHOCTM MOMb30oBaTenss npu BXO4e B CUCTEMY nNO
ngeHtTudukatopy (kogy) W Maposio  YCIOBHO-MOCTOSHHOIO AENCTBMS OJNIMHOW HEe MEHee LWecTu
OykBEHHO-LMPOBBLIX CUMBOIOB;

naeHTudmrKauma TepMMHaNoB, TEXHUYECKMX CpeacTB, Y3MNOB CETWU, KaHamnoB CBSA3W, BHELUHUX
YCTPOMWCTB MO NIOrMYECKUM UMEHAM;

naeHTMdurkaums nporpamMmm, TOMOB, Katanoros, annos, 3anncen, Nonen sannucemn No MMeHam;

KOHTpONb [JOCTyna nonb3oBaTenen K 3awmuiaeMbiM pecypcam B COOTBETCTBMM C MaTpuuen
JocTyna;

6) perncrtpauus n yyer:



pernctpaumsi Bxoga (Bbixoga) nonb3oBaTteniei B cuctemy (M3 cuctembl), nnbo perncrpaums
3arpyskm M UHMLManNu3auMm OnepauMoHHON CUCTEMbl U ee MporpamMmHOro octaHoBa. Pervcrtpauus
BbIxO4Aa W3 CUCTEMbl MM OCTaHOBA HE MNpPOBOAMTCA B MOMEHTbl annapaTypHOro OTKIHYEHUs
MHGOPMaLMOHHOW cucTeMbl. B mapameTpax perncrtpauum ykasbiBaloTCs faTa M Bpems Bxoda (Bbixoaa)
nonb3oBaTens B cuctemy (M3 CUCTEMbI) UMK 3arpy3kn (OCTaHOBAa) CUCTEMbI, pe3yrbTaT MoMnbiTKM BXxo4a
(ycnewHas unu HeycnewHas), naeHtudumkatop (kog unu pammnus) none3oBaTtensi, NPeaAbABIEHHbIN NPy
nonbITKe AOCTYNa, KOA4 U Naponb, NPeAbABEHHbIN MPU HEYCMNELHON MOMbITKE;

permctpaums Bbldaun nevaTHbIX (rpaduyeckmMx) AOKYMEHTOB Ha OyMaxHbii HocuTenb. B
napameTpax permcrpauumn ykasbiBaloTCa daTa M Bpems Bblgayum (obpalleHuns K nogcucteme BbIBOAA),
cneumdukaumss yCTpoOMUCTBa Bbldayun (normdeckoe uMsi (HOMep) BHELUHEro YCTPOWCTBA), KpaTkoe
cogepxaHve [OKyMeHTa (HaumeHoBaHue, Bua, LwWwudp, Kod), wuaeHTudukatop nonb3oBaTend,
3anpoCuMBLUErO AOKYMEHT;

permcTpaums 3anycka (3aBepLueHuns) nporpaMM 1 NpoLeccoB (3agaHun, 3agad), npeaHa3HayYeHHbIX
Anst obpaboTkm nepcoHanbHbIX AaHHbIX. B napameTpax perncrtpauum ykasblBalTCA gaTa M Bpemsi
3anycka, ums (MaeHTMdukaTop) nporpammbl (Mpouecca, 3ajaHud), ugeHtTudgukaTop nosfb3oBaTens,
3anpocumBLLEro Nporpammy (Npouecc, 3agaHue), pesynbTaT 3anycka (yCneLHbIn, HEeYCMNeLHbIR);

permcTpaums nonbITOK AOCTyna NporpaMMHbIX CPeACTB (MporpaMm, NpoueccoB, 3adad, 3agaHum) K
3awmuaemblm annam. B napameTpax permctpauum ykasbiBaloTCs Aata M BpeMs MOoMbITKM JOCTyna K
3awmuiaemomy hanny C ykasaHumem ee pesynbTata (ycnewHas, HeycnelwHas), uaeHtudukatTop
nonb3oBaTtens, cneuMpukauus sawmaemoro ganna;

permctpaums MONbITOK AO0CTyna MPOrpaMMHbIX CPeAcTB K AOMOSMHUTENbHLIM - 3aluULLaemMblM
obbekTam goctyna (TepMumHanam, TeXHUYEeCKUM cpeacTsam, y3nam ceTw, NUMHUSM (KaHanam) CBA3w,
BHELUHUM YCTPOWCTBaM, MporpammMam, ToMam, Katanoram, darnnam, 3anucam, nonsm 3anucen). B
napameTpax perncrpaumm ykasblBaloTcs gaTa M Bpems MomMbITKM OCTyna K 3aliMliaeMoMy OOBbEKTY C
yKkasaHuem ee pesynbraTta (ycnelwHasi, HeycnelwHas), MaeHTUdukaTop nonb3oBaTtens, cneundukaums
3awmuiaemoro obbekTa (normyeckoe mms (Homep));

y4yeT BCEX 3aluliaemblXx HocuTenen uHdopmaumvM C MOMOLLBI MX MapKUPOBKM U 3aHeceHue
YYETHbIX JaHHbIX B XXypHan y4yeTa ¢ 0oTMeTKoM 06 nx Bbigaye (Npueme);

ounctka (obHyneHue, obe3nuumBaHue) ocBobOXOaembix obnacTten onepaTtuBHOM MaMATU
VMHOPMALMOHHOW CUCTEMbI Y BHELLHWUX HaKonNuTenen;

B) obecneveHme LenoCcTHOCTH:

obecneyeHne LENOCTHOCTU MPOrpaMMHbLIX CPEACTB CUCTEMbl 3alyTbl NEPCOHAanbHbIX AaHHbIX,
obpabaTbiBaemon MHOpMaLmMK, a Takke HEU3MEHHOCTbL MPOorpaMMHON cpedpl. [1pu 3TOM LEenocTHOCTb
CUCTEMbI 3aluUTbl MEPCOHanbHbIX AaHHbIX MPOBEPSETCH Mpu 3arpy3ke CUCTEMbl MO KOHTPOSbHbLIM
CyMMaMm KOMMOHEHTOB CUCTEMbl 3aluTbl, a LENoCTHOCTb MporpaMMHON cpedbl obecnevmBaeTcs
NCMNOMb30BaHNEM TPAHCMSTOPOB C $I3bIKOB BbICOKOrO YPOBHSA M OTCYTCTBUMEM CPeACTB Moaudukauunm
0OBbEKTHOrO Koga nporpaMm B npouecce 06paboTKM U (M) XpaHEHWS MEePCOHanbHbIX AaHHbBIX;

dusnyeckaa oxpaHa TEXHUYECKUX CPeAcTB UH(OPMALMOHHON cuUcTeMbl (YCTPOMCTB U HOCUTENEW
WHdopmaumm), npegycMaTpuBalollas KOHTPONb AOCTyna B MOMELLEHMS MOCTOPOHHMX UL, Hanuyune
HadEeXHbIX NPEnATCTBMA ANs HECaHKUMOHUPOBAHHOIO MPOHUKHOBEHUS B MOMELLEHUS U XpaHWuLe
HocuTenen nHcopmaLuuu;

nepuognyeckoe TeCTupoBaHue MYHKUMUIA CUCTEMBI 3aLLMTBI MEPCOHAanbHbIX AaHHbIX NPYU U3MEHEHUN
nporpaMmHon cpefbl M nonb3oBatenen MHAPOPMALMOHHOW CUCTEMbI C MOMOLLBIO TecT-nporpamMm,
UMUTUPYIOLLMX MOMbITKA HECAHKLMOHMPOBaHHOIO JOCTYNa;

Hanuune  cpeacTs BOCCTaHOBMEHUS cUCTEMbI 3aWunThI nepcoHanbHbIX  AaHHbIX,
npegycmaTpuBaloLLnX BeAeHNe OBYX KOMUI NpOorpamMmMHbIX KOMMNOHEHTOB CPEACTB 3almThl MHOpMaLmm,
ux nepuogmnyeckoe obHOBNEHME U KOHTPOIb PaboTOCMOCOBHOCTY.

4.4. be3onacHoe MexceTeBoe B3auModencTeme And UHGOpMaUMOHHbLIX cuctem 1 knacca npu nx
NOAKITIOYEHUN K CETAM MEXOyHapOoAHOro MHpopmauuoHHoro obmMeHa OOCTUraeTcss NyTeM NPUMEHEHMS
CpencTB MeXCeTEeBOro 3KpaHNMpOBaHMWS, KOTopble 06ecneYmBaloT BbINOMHEHNE CeayoLWwmnx pyHKLNIA:

dunbTpaumio Ha CETEeBOM YPOBHE [Ansl KaXOoro CEeTEBOro MakeTa He3aBWCMMO (pelleHue o
PunNbTpaumMm NPUHUMAETCA Ha OCHOBE CETEBbIX apPecoB OTNPaBMTENsS U MorydaTens UM Ha OCHOBE
APYrvX 9KBMBaNEeHTHbIX aTpnbyToB);

dunbTpaumio nakeToB CNYyXebHbIX MPOTOKOMOB, CAyXawWwux Ans AMarHOCTMKM W ynpasrieHus
paboTon ceTeBbIX YCTPOWCTB;

dunbTpaumilo C y4eTOM BXOLAHOMO M BbLIXOAHOIO CETEBOro MHTepdenca kKak cpeacTBa npoBepKu
NOAMNVHHOCTN CETEBbIX agpecos;

hunbTpaLmMio C y4eTOM N0ObIX 3HAYUMBIX MOSIEN CETEBbLIX NAaKETOB;

vnbTpaLmMio Ha TPAHCMOPTHOM YPOBHE 3anpoCOB Ha YCTAaHOBMEHUE BUPTYasbHbIX COEOUHEHUN C
Yy4eTOM TPAHCMOPTHbLIX apeCOB OTNPaBUTENS U NOnyyarTens;

unbTpaLmMio Ha NPUKNALHOM YPOBHE 3anpoCcoB K MPUKNaaHbIM CepBMCaM C y4E€TOM MpUKMNagHbIX
agpecoB OTMpaBUTENS 1 Nony4vaTens;

unbTpaLmIo C y4eTOM aThl U BPEMEHMU;



ayTeHTUdMKALMIO BXOAALMX U UCXOAALMX 3anpoCOB MeToA4aMu, YCTONYMBBLIMW K MacCUBHOMY U
(Mnn) aKTMBHOMY MPOCHYLLUMBAHUIO CETH;

perncTpaumio n ydyet unbTpyeMbix NakeToB (B napameTpbl perncrpauMu BKAOYalTCA agpec,
Bpems u pesynbTat hunetpaumum);

perncTpaumio 1 y4eT 3anpocoB Ha YCTaHOBMEHWE BUPTYyarbHbIX COEAVHEHUN;

NOKanbHYI CUrHanM3aLumnio NoMbITOK HApYLLUEeHWs Npasun unbTpaumm;

naeHTUrKaumio N ayTeHTudrKaumio agMMHUCTPaTopa MEXCETEBOrO dKpaHa Mpu ero nokasnbHbIX
3anpocax Ha JOCTyn no naeHTudukaTopy (kogy) u Napomnto YyCroBHO-NOCTOSIHHOrO AENCTBUS;

npegoTBpalleHne [ocTyna  HeumaeHTMAUUMPOBAHHOrO MNonb3oBaTens wnu  Nonb3oBaTens,
NOAMNVHHOCTb MAEHTUMMKALMM KOTOPOro Npu ayTeHTUdMKaLMM He NOATBEPAUNACS;

naeHTUdrKaumio n ayTeHTudmKaumio agMmMHUCTpaTopa MeXceTeBoro akpaHa npu ero yaaneHHbIxX
3anpocax MeTogamu, yCTONYMBBIMU K MACCMBHOMY U aKTUBHOMY nepexsaTy uHdopmaumm;

percTpaumio Bxoga (Bblxoga) agMUHMCTPAToOpa MEXCEeTeBOro aKkpaHa B cuctemy (M3 cucTembl)
nmMbo 3arpysku U MHMLMANM3auum CUCTEMbl M €e MPOorpamMMHOrO OCTaHoBa (permcTpauus BbIxoda M3
CUCTEMbI HE MPOBOANTCS B MOMEHTbI annapaTypHOro OTKIIOYEHUS MEXCETEBOro aKpaHa);

perncTpaumio 3anycka nporpamMm 1 NpoLeccoB (3agaHun, 3agad);

perucTpaumio OencTBus aaMUHUCTpPATOpa MEXCETEeBOro 3KpaHa Mo W3MEHEHWI0 npaBwn
dunbTpaumm;

BO3MOXHOCTb AMCTAHUUOHHOMO YNpaBfeHNss CBOMMW KOMMOHEHTaMu, B TOM 4YUCrie BO3MOXHOCTb
KOHQUrypmpoBaHns ((punbTPoB, MPOBEPKM B3aMMHOW COMNacoBaHHOCTM BCeX (punbTpoB, aHanu3a
pervcTpauroHHOW nHopmauuu;

KOHTPOrMb LLeNOCTHOCTH CBOEWN NPOrpaMMHON 1 MHPOPMaLMOHHOW YacTw;

KOHTPOMb LENOCTHOCTU MPOrpaMMHOA M MH(OPMAaLMOHHON YacTu MEXCETEBOro 3KpaHa no
KOHTPOSbHbIM CyMMaM;

BOCCTaHOBJIEHME CBOWCTB MEXCETEBOro 3KkpaHa nocne cboeB 1 0Tka3oB 060pyA0BaHNS;

pernaMeHTHoe TecTMpoBaHMe peanu3auuMu npasun cunbTpauum, npouecca permcTpauuu,
npouecca ngeHTudukaumm n ayTeHTugmkauum 3anpocos, npouecca naeHTudrkaummn n ayTeHTndnkaumm
agMuHUCTpaTopa MEeXCEeTeBOro 9KpaHa, npouecca perucrpauumM OewcTBMW  agMUHUCTpaTtopa
MEXCeTEeBOro aKpaHa, npouecca KOHTPOSS 3a LEerNoCTHOCTbIO MPOrpamMmMHON 1 MHOPMAaLMOHHON YacTy,
npouenypbl BOCCTaHOBMNEHNS.

5. AHanus 3alMLeHHOCTN MNpOoBOAUTCS ANA pacnpefeneHHbIX MHAPOPMALMOHHBIX CUCTEM U
WH(OPMALMOHHBIX CUCTEM, MOAKMIOYEHHbIX K CeTAM MEeXOYHapOAHOro WMHAOpMauMoHHOro obmeHa,
nytem NCMNonb30BaHNsA B  CcoCTaBe  MH(OPMAUMOHHOW  CUCTEMbI NporpamMmHbIX  WIn
nporpamMmHo-annapaTHbIX CPEACTB (CMCTEM) aHanms3a 3alnLLEHHOCTN.

CpegnctBa (cuctembl) aHanmsa 3allMLLEHHOCTU AOMKHbI obecneynBaTe BO3MOXHOCTb BbISIBIIEHUS
YA3BMMOCTEW, CBA3aHHbIX C OLWMBKamMu B KOHUrypaumm nporpammHoro obecrneyeHnss MHOOpMaLMoHHON
CUCTEMbI, KOTOPblE MOTYT ObITb MCNOMb30BaHbl HAPYLUMTENEeM AN peanuaauun atakm Ha CUCTEMY.

6. OBHapyXeHne BTOPXeHU NPOBOANTCH ANst MHPOPMALMOHHBIX CUCTEM, MOOKTIOYEHHbIX K CETAM
MeXAyHapoAHOro MHMOPMaLUUoHHOro obmeHa, nyTemM MCNofb30BaHWA B COCTaBe MH(OPMaLVOHHON
CMUCTEMbI MPOrpaMMHbIX MW NPOrpaMMHO-annapaTHbIX CPeACTB (CUCTEM) OOHapYXeHNs BTOPXKEHWA.

7. Ana vHdopmaumnoHHbIX cucTeM 1 knacca nNpuMMeHsieTcst nmporpammHoe obecrnedeHve CpeacTs
3aWwmThl MHopmMauun, cooTBeTCTBylOLlEee 4 YPOBHIO KOHTPONS OTCYTCTBMS HeAeKnapuMpoBaHHbIX
BO3MOXHOCTEN.




